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REPORT TO MAYOR AND COUNCIL 

 
 
 
 
TO THE HONORABLE MAYOR AND COUNCIL: 
 
 
          DATE:   September 9, 2014 
 
 
SUBJECT: APPROVING A FIVE-YEAR CAPITAL LEASE AGREEMENT WITH QUEST 

TECHNOLOGY MANAGEMENT IN THE AMOUNT OF $27,204 ANNUALLY FOR 
REPLACING THE CITY’S TECHNOLOGY SECURITY EQUIPMENT AND 
AUTHORIZING THE CITY MANAGER TO EXECUTE THE LEASE 
AGREEMENT AND FINANCE DIRECTOR TO COMPLETE THE FORMS 

 
 
 
Report in Brief 
 
 The business systems that support all City Departments’ operations are increasingly dependent on a 
safe and secure high-speed Internet connection.   
 
 The proposed lease will provide the necessary equipment, software, maintenance, support and 
installation for implementing a best practice for security with a multi layered approach including web filtering, 
intrusion detection and automated threat notification and response.   
 
 Payments commence at contract signing and are due monthly throughout the five year term.  At the 
end of the five year term the equipment becomes the property of the City.  The contract provides warranty and 
support to ensure no hidden costs for the life of the contract.  
 
 Funding for the proposed lease is included in the Information Technology Department’s maintenance 
budget and 10-Year Plan Council approved in the annual budget process for Fiscal Year 2014.  Subsequent 
years’ funding remains subject to Council approval in the annual budget process throughout the term of the 
lease. 
 
 Staff recommends Council approve the proposed five-year Lease Agreement for the security 
equipment in the amount of $27,204 annually and authorize the City Manager to execute the agreement and 
the Finance Director to complete the lease forms. 
 
Background 
 
 Currently, the City is using security equipment from multiple vendors.  The proposed Firewall 
equipment will simplify security and reduce finger pointing by combining the equipment into one vendor.  
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 Our current security equipment was purchased through a five year capital lease that has expired.  One 
vendor, used to manage internet browsing access throughout the City discontinued its product.  This system 
needs to be replaced to continue best practices for security in the City. The remaining equipment is past its 
useful life expectancy and experiencing problems that will be corrected by the new equipment.   
 
 A Request for Proposal (RFP) is not required because Quest Technology is identified as a provider of 
Palo Alto Network equipment having a California Multiple Award Schedules (CMAS) contract with the State 
of California.  CMAS offers a wider variety of commodity, non-IT Services and Information Technology 
products and services at prices which have been assessed to be fair, reasonable and competitive. The use of 
these contracts is available to California State and local government agencies. 
  
Discussion 
 

City operations, including Public Safety, and revenue generation are increasingly dependent on the 
City’s connection to the outside world.  It is critical that the City maintain a safe and secure connection that 
allows desired communication and prohibits unauthorized and malicious communication.  Increasingly, public 
institutions and law enforcement agencies have become direct targets of aggressive cyber-attacks.  To defend 
the City’s systems and data from destruction, and its websites from defacing, the City needs to maintain  
security systems based on best practices that can automatically detect and respond to attacks that originate 
from inside or outside.   
 
 City business requirements continue to increase the complexity, nature and number of connections to 
the City’s systems while the time to implement new secure changes must be kept short. Examples of these 
changes include:  

 
• The migration toward cloud based services,  
• New critical applications that depend on a working internet connection, 
• Growth in importance of City Web Servers to enhance transparency to the community, 
• Proliferation of web enabled mobile devices and applications to communicate and provide 

services to the City’s customers more effectively, 
• Increasing use of social media to provide 24x7 service and enhance communication with the 

citizens of Concord. 
 
 In February of 2014, the City IT Department staff began evaluating the top rated security systems.  
The Palo Alto Networks system was selected over other products due to ranking by Forester and Gartner, its 
rich functionality, and its simplified configuration.  In April of 2014, an evaluation of Palo Alto Networks 
enterprise security equipment was installed and tested by the IT staff to ensure it met current and anticipated 
needs and could be easily configured and managed. The Palo Alto Networks security equipment met and 
exceeded IT staff expectations. 
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Fiscal Impact 
 
 The annual cost of the lease is $27,204 commencing September of 2014 for the duration of the five- 
year term.  Full funding of the term of the lease is included in the proposed Information Technology Budget 
and 10-Year Plans the Council approved in the annual budget process for fiscal year 2014. Future years’ 
funding remains at the discretion of the Council. 
 
Public Contact 
 
 Posting of the Council Agenda 
 
Recommendation for Action 
 
 Approve the five-year capital lease with Quest Technology Management in the amount of $27,204 
annually for City network security Firewall equipment and authorize the City Manager to execute the lease 
agreement and the Finance Director to complete the forms. 
 
 
 
 
  Prepared by: Doug Elloway 

  IT Operations Manager 
                      doug.elloway@cityofconcord.org 

 
Scott P. Johnson 
Assistant City Manager 
scott.johnson@cityofconcord.org 

 Reviewed by: Jeff Lewis 
  Director of Information Technology 
                      jeff.lewis@cityofconcord.org 

 
Attachment 1:  Capital Lease with Quest Technology Management 
  
 



Attachment 1
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